Appl.No. 10/596,038 

Response to Office Action of July 22, 2010 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims: 

Claim 1 (currently amended): An information processing device comprising: 
a processor: 

a recording medium interface for e xecuting r e ading o f configured to read data from an 
information recording medium which stores data in increments of: 

(a) a first content management unit which includes first encrypted data that is 
encrypted by a first unit key that is set as a first encryption key ; and 

(b) a second content management unit which includes second encrypted data that is 
encrypted by a second unit key that is set as a second, different encryption key: 
and 

a memory device storing instructions which when executed by the processor, cause the 
processor to: 

(a) a data processing unit for executing r e cording processing of r ecord new data 
which is either generated or obtained applying information obtained from saidthe 
information recording medium; 

wherein said information recording m e dium is an information r e cording m e dium storing 
r e cord e d data in incr e ments of content manag e m e nt units including e ncrypted data e ncrypt e d by 
unit keys e ach of which ar e s e t as diff e rent e ncryption k e ys; and 

wh e r e in said data proc e ssing unit 

(b) obtain at least one of: obtains 

(i) a the first unit ke y, the first unit key corresponding to a -the first content 

management unit to which saidthe obtained information belongs; or and 

(ii) a third, different unit key corr e sponding w hich corresponds to a new -third, 
different content management unit to which the obtained information does 
not belong^ 

(c) ex e cut e s encryption proc e ssing of said in response to the first unit key being 
obtained: 

(i) encrypt the new data applying the obtained first unit key; T and 
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(ii) execute recording processing with said encrypted new data as data 
configuring the first content management unit; and 
(d) executes in response to the third, different unit key being obtained: 

(i) encrypt the new data applying the obtained third, different unit key; and 

(ii) execute recording processing with the g e n e rat e d encrypted new data as 
data configuring the third, different content management unit. 

Claim 2 (currently amended): The information processing device according to of Claim 
1, wherein said data processing unit is configured the instructions. When executed by the 
processor, cause the processor to: 

(a) set a fourth content management unit corresponding to saidthe new data; T and also 

(b) execute setting processing for an- a third encryption key serving as management 
information corresponding to the fourth content management unit including 
saidthe new data. 

Claim 3 (currently amended): The information processing device according to of Claim 
1, wherein saidthe data processing unit is configured toi 

(a) set a fifth content management unit corresponding to saidthe new data; 7 and alse 

(b) execute setting processing for content usage control information serving as 
management information corresponding to the fifth content management unit 
including saidthe new data. 

Claim 4 (currently amended): The information processing device according to of Claim 
1, wherein said data proc e ssing unit is configure d the instructions, when executed by the 
processor, cause the processor to execute writing processing of saidthe new data to a region 
stipulated by a program included in the information obtained from saidthe information recording 
medium. 

Claim 5 (currently amended): The information processing device according to of Claim 
1, wherein said data proc e ssing unit is configur e d t he instructions, when executed by the 
processor, cause the processor to, in a case of storing saidthe new data in storage means other 
than an information recording medium from which saidthe obtained information has been 
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obtained, execute processing for storing saidthe new data correlated with identification 
information of the information recording medium from which saidthe obtained information has 
been obtained. 

Claim 6 (currently amended): The information processing device according to of Claim 
1, wherein said data proc e ssing unit is configur e d the instructions, when executed by the 
processor, cause the processor to: 

£a) execute encryption processing of an AV stream data file including new data and a 

navigation file including control information or a program to be applied to playing 
processing of saidthe AV stream data; ? and te 
(b) execute recording processing of new data to storage means. 

Claim 7 (currently amended): The information processing device according to of Claim 
6, wherein said data processing unit is configur e d t he instructions, when executed by the 
processor, cause the processor to apply a unit key corresponding to a sixth content management 
unit as an -a fourth encryption key to be applied to saidthe encryption processing. 

Claim 8 (currently amended): The information processing device according to of Claim 
6, wherein said data proc e ssing unit is configur e d the instructions, when executed by the 
processor, cause the processor to execute encryption processing applying, as an encryption key 
or encryption key generating information, information which can only be obtained by an 
application licensed to execute processing regarding sai dthe first content management unit or 
the third, different content management unit . 

Claim 9 (currently amended): The information processing device according to of Claim 
8, wherein saidthe information which can only be obtained by a licensed application is 
information including a device ID as an identifier unique to the device in which saidthe 
application is installed. 

Claim 10 (currently amended): The information processing device according to of Claim 
1, wherein said data proc e ssing unit is configur e d the instructions, when executed by the 
processor, cause the processor t o: 
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(a) generate a hash value for tampering verification with regard to at least one of an 

AV stream data file including new data, and a navigation file including control 
information or a program to be applied to playing processing of saidthe AV 
stream data; T and te 

(b) r ecord saidthe hash value in astorage means. 

Claim 1 1 (currently amended): The information processing device according to of Claim 
10, wherein said data proc e ssing unit is configur e d the instructions, when executed by the 
processor, cause the processor to: 

(a) execute data tampering verification processing based on the hash value set for an 
AV stream data file including new data or a navigation file, at the time of using 
saidthe file; 7 and e x e cutes 

(b) execute u sage processing of saidthe files under the condition that there is no 
tampering. 

Claim 12 (currently amended): The information processing device according to of Claim 
1, wherein said data processing unit is configur e d t he instructions, when executed by the 
processor, cause the processor to execute recording processing of a navigation file, including 
control information or a program to be applied to playing processing of AV stream data 
including new data, to storage means, as a file to which an electronic signature has been 
appended for tampering verification. 

Claim 13 (currently amended): The information processing device according to of Claim 
12, wherein said data processing unit is configur e d the instructions, when executed by the 
processor, cause the processor to: 

(a) execute data tampering verification processing based on the electronic signature 
set for AV stream data file including new data or saidthe navigation file, at the 
time of using saidthe file; 7 and ex e cut e s 

(b) execute usage processing of saidthe files under the condition that there is no 
tampering. 

Claims 14 (withdrawn): An information processing device comprising: 
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a recording medium interface for executing reading of data from an information 
recording medium; and 

a data processing unit for executing processing of a program included in information read 
from said information recording medium; 

wherein said data processing unit is configured to determine the type of the information 
recording medium from which the program has been read, and to execute the program under the 
condition that the program is of a type regarding which execution permission has been set 
beforehand. 

Claim 15 (withdrawn): An information processing device according to claim 14, wherein 
said data processing unit is configured to obtain, from information read from said information 
recording medium, type information of information recording media regarding which program 
execution is permitted, and to execute program execution permitted/not-permitted determination 
in accordance with said obtained information. 

Claim 16 (currently amended): An information proc e ssing Ajnethod of operating an 
information processing device including instructions, the method comprising : 

(a) causing a processor to execute the instructions to a data r e ading st e p for reading 

ef — read data from an information recording medium which stores data in 

increments of: 



(i) a first content management unit which includes first encrypted data that is 
encrypted by a first unit key that is set as a first encryption key; and 

(ii) a second content management unit which includes second encrypted data 
that is encrypted by a second unit key that is set as a second, different 
encryption key ; and 



(b) causing the processor to execute the instructions to record a data processing st e p 



obtained applying information obtained from saidthe information recording 
medium; wherein said information recording medium is an information recording 
m e dium storing r e cord e d data in increments of content manag e ment units 
including encrypted data encrypted by unit keys e ach of which ar e s e t as different 
encryption k e ys; 




-new data which is either generated or 
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and wher e in said data proc e ssing st e p includes 

(c) causing the processor to execute the instructions to obtain at least one of:a n 
obtaining st e p for obtaining 

(T) a-the first unit ke y, the first unit key corresponding to a -the first content 



(d) in response to the first unit key being obtained: 

(I) causing the processor to execute the instructions to encrypt the a st e p for 
ex e cuting encryption processing of said n ew data applying the obtained 
first unit key;? and 

(ii^ causing the processor to execute the instructions to execute processing 
with said encrypted new data as data configuring the first content 
management unit; and 

(e) in response to the third, different unit key being obtained: 

(i) causing the processor to execute the instructions to encrypt the new data 
applying the obtained third, different unit key; and 

(ii) causing the processor to execute the instructions to execute a step for 
executing r ecording processing with the gen e rated encrypted new data as 
data configuring the third, different content management unit. 

Claim 17 (currently amended): The information processing m ethod according to of 
Claim 16, which includes: 

(a) causing the processor to execute the instructions to w h e rein said data processing 

stop includos a step for s e tting of sgt_a fourth c ontent management unit 

corresponding to saidthe new data;? and 



(b) causing the processor to execute the instructions to execute also executing of 

setting processing for an encryption key serving as management information 
corresponding to the content management unit including saidthe new data. 



management unit to which saidthe obtained information belongs; er-and 
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Claim 18 (currently amended): The information proc e ssing m ethod according to of 
Claim 16, which includes: 

(a) causing the processor to execute the instructions to w her e in said data processing 
step includes a step for setting of sgt a fifth content management unit 
corresponding to saidthe new data; T and also e x e cuting of 

(b) causing the processor to execute the instructions to execute setting processing for 
content usage control information serving as management information 
corresponding to the fifth content management unit including saidthe new data. 

Claim 19 (currently amended): The information proc e ssing m ethod according to of claim 
16, which includes w horoin said data processing st e p includes a st e p for executing causing the 
processor to execute the instructions to execute w riting processing of saidthe new data to a 
region stipulated by a program included in the information obtained from saidthe information 
recording medium. 

Claim 20 (currently amended): The information proc e ssing m ethod according to of claim 
16, which includes wherein in a case of storing saidthe new data in storage means other than an 
information recording medium from which saidthe obtained information has been obtained, said 
data processing step e xecut e s causing the processor to execute the instructions to execute 
processing for storing saidthe new data correlated with identification information of the 
information recording medium from which saMthe obtained information has been obtained. 

Claim 21 (currently amended): The information proc e ssing m ethod according to of 
Claim 16, which includes: 

(a) causing the processor to execute the instructions to further comprising an 
encryption recording processing step of execute encryption processing of an AV 
stream data file including new data and a navigation file including control 
information or a program to be applied to playing processing of saidthe AV 
stream data;* and 

(b) causing the processor to execute the instructions to execute e xecuting r ecording 
processing of new data to storage means. 
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Claim 22 (currently amended): The information processing m ethod according to of 
Claim 21, which includes w horoin said encryption recording proc e ssing step is a stop for 
executing encryption processing, applying a unit key corresponding to a content management 
unit as an encryption key to be applied to saMthe encryption processing. 

Claim 23 (currently amended): The information proc e ssing m ethod according to of 
Claim 21, which includes w horoin said e ncryption recording proc e ssing st e p is a st e p for 
oxocuting encryption processing, applying, as an encryption key or encryption key generating 
information, information which can only be obtained by an application licensed to execute 
processing regarding saMthe content management unit. 

Claim 24 (currently amended): The information processing m ethod according to of 
Claim 23, which includes w herein saMthe information which can only be obtained by a licensed 
application is information including a device ID as an identifier unique to the device in which 
saMthe application is installed. 

Claim 25 (currently amended): The information processing m ethod according to of 
Claim 16, which includes: further comprising a step for g e n e rating 

(a) causing the processor to execute the instructions to generate of a hash value for 
tampering verification with regard to at least one of an AV stream data file 
including new data, and a navigation file including control information or a 
program to be applied to playing processing of saMthe AV stream data; T and 

(b) causing the processor to execute the instructions to record of saMthe hash value in 
storage means. 

Claim 26 (currently amended): The information processing m ethod according to of Claim 
25. which includes: furth e r comprising a step for executing 

(a) causing the processor to execute the instructions to execute data tampering 
verification processing based on the hash value set for saMthe AV stream data file 
including new data or saMthe navigation file, at the time of using saMthe file;; and 
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(b) causing the processor to execute the instructions to executing of execute usage 
processing of saidthe files under the condition that there is no tampering. 

Claim 27 (currently amended): The information processing method according to of 
Claim 16, which includes further comprising a stop for e xecuting causing the processor to 
execute the instructions to execute r ecording processing of a navigation file, including control 
information or a program to be applied to playing processing of AB stream data including new 
data, to storage means, as a file to which an electronic signature has been appended for 
tampering verification. 

Claim 28 (currently amended): The information processing m ethod according to of 
Claim 27, which includes causing the processor to execute the instructions to further comprising 
a step for executing execute data tampering verification processing based on the electronic 
signature set for saidthe AV stream data file including new data or saidthe navigation file, at the 
time of using saidthe file, and executing of usage processing of saidthe files under the condition 
that there is no tampering. 

Claim 29 (withdrawn): An information processing method comprising: 

a data reading step for reading data from an information recording medium; and 

a data processing step for executing processing of a program included in information read 

from said information recording medium; 

wherein said data processing step includes a step for determining the type of the 

information recording medium from which the program has been read, and executing of the 

program under the condition that the program is of a type regarding which execution permission 

has been set beforehand. 

Claim 30 (withdrawn): An information processing method according to claim 29, 
wherein, in said data processing step, type information of information recording media regarding 
which program execution is permitted is obtained from information read from said information 
recording medium, and program execution permitted/not-permitted determination is executed in 
accordance with said obtained information. 
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Claim 31 (currently amended): A computer program for executing readable medium 
storing instructions structured to cause an information processing device to: m e thod, comprising: 

(a) read a data reading step for reading data from an information recording medium 
which stores data in increments of: 

(i) a first content management unit which includes first encrypted data that is 
encrypted by a first unit key that is set as a first encryption key; and 

(if) a second content management unit which includes second encrypted data 
that is encrypted by a second unit key that is set as a second, different 
encryption key ; and 

(b) record a data proc e ssing st e p for ex e cuting recording processing of new data 
which is either generated or obtained applying information obtained from saidthe 
information recording medium; 

wh e rein said information r e cording m e dium is an information r e cording m e dium storing 
recorded data in incr e ments of content managem e nt units including encrypt e d data e ncrypt e d by 
unit k e ys each of which ar e set as diff e rent e ncryption keys; 

and wherein said data processing step includ e s 

(c) obtain at least of: an obtaining stop for obtaining 

(i) a-the first u nit ke y, the first unit key corresponding to a -the first content 
management unit to which saidthe obtained information belongs; er-and 

(ii) a third, different unit key corr e spondin gw hich corresponds to a new -third, 
different content management unit to which the obtained information does 
not belongs 

(d) in response to the first unit key being obtained: 

(i) encrypt a step for ex e cuting e ncryption proc e ssing of said the new data 
applying the obtained first unit key; T and 

(ii) execute recording processing with said encrypted new data as data 
configuring the first content management unit; and 

(o) in response to the third, different unit key being obtained: 

(T) encrypt the new data applying the obtained third, different unit key; and 
(ii) execute a st e p for executing recording processing with the g e nerat e d 

encrypted new data as data configuring the third, different content 

management unit. 
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Claim 32 (currently amended): The computer program according to readable medium of 
Claim 31, wherein the instructions are further structured to cause the information processing 
device to: comprising an encryption recording proc e ssing step for e xecuting of e ncryption 
processing of 

(a) encrypt an AV stream data file including new data, and a navigation file including 
control information or a program to be applied to playing processing of AV 
stream data including new data; ; and 

(b) execute r ecording to recording means. 

Claim 33 (currently amended): The computer program according to r eadable medium of 
Claim 31, wherein the instructions are further structured to cause the information processing 
device to: comprising a st e p for r e cording 

(a) record , to storage means, tampering verification data regarding at least one of an 
AV stream data file including new data, and a navigation file including control 
information or a program to be applied to playing processing of AV stream data 
including new data; T and 

(b) execute r ecording to recording means. 

Claim 34 (currently amended): The computer program according to readable medium of 
Claim 31, wherein the instructions are further structured to cause the information processing 
device to: comprising a st e p for e xecuting 

(a) execute data tampering verification processing based on the tampering 
verification data set for saidthe AV stream data file including new data or saidthe 
navigation file, at the time of using saMthe file; T and e x e cuting of 

(b) execute u sage processing of saidthe files under the condition that there is no 
tampering. 

Claim 35 (withdrawn): A computer program for executing information processing 
method, comprising: 

a data reading step for reading of data from an information recording medium; and 
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a data processing step for executing processing of a program included in information read 
from said information recording medium; 

wherein said data processing step includes a step for determining the type of the 
information recording medium from which the program has been read, and executing of the 
program under the condition that the program is of a type regarding which execution permission 
has been set beforehand. 
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